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Abstract

The continuous development and improvement of information and technology have
prompted businesses to implement various technological techniques to complete daily
tasks efficiently. This strategy has effectively reduced costs and time; however, excessive
internet and online media use have resulted in various challenges for the associated
businesses, such as hacking, defamation, unlawful transactions, etc. These offenses are
referred to as cybercrimes. Since the turn of the century, the number of cybercrimes
committed against Indonesian corporations has risen sharply, causing concern for the
Indonesian government. Thus, the present study focuses on the prevalence of
cybercrimes in Indonesian corporations, particularly on corporate law. Legal research
was conducted for this study, and data were collected from various primary and
secondary sources. Based on the findings of this study, the legal framework for
cybercrimes in Indonesia consists primarily of the "Electronic Information and
Transactions (ITE) Law" and the "Indonesian Criminal Code" (KUHP), which are
currently restricted to defamation, online threats, and other individual cybercrimes.
However, other crimes relating to corporations, such as data protection, unlawful
transactions, and others, are not highlighted in this legal framework, resulting in
various obstacles to implementing cyber laws in Indonesia. This has also affected
consumers' purchasing performance, influencing the affiliated businesses'social image.
Nonetheless, this study has also provided various practical and theoretical implications.
To safeguard data, privacy, and transactions in Indonesia, it is also suggested that a
cybersecurity law be drafted.

Keywords: Cybercrimes; Indonesia; Corporations; Corporate Legislation; Business Law;
KUHP

1. Introduction

In Indonesia, a country governed by civil law, cybercrime at the corporate level is
increasing daily, necessitating the formulation of frameworks and laws that could be
beneficial in preventing cybercrime at the corporate level. Indonesia has experienced
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arisein cybercrime due to the daily advancement of technology in the currentera. To
eliminate the prevalence of cybercrime at the corporate level, adhering to enacted
and enforced laws is necessary. Recent research (Akdemir, Sungur, & Basaranel,
2020) indicates that cybercrime can be defined in two distinct ways, as described by
Loader and Thomas (2013) and Gordon and Ford (2006). Thomas and Loader define
cybercrime as "illegal computer-mediated activities that can be carried out via a
global network of electronic technologies." In contrast, Gordon and Ford define
cybercrime as a "crime that has been committed by using a hardware device or
computer network" (Phillips et al,, 2022).

It has been observed that cybercrime has increased in Indonesia. As a result,
policymakers have enacted telematic laws to combat the increase in cybercrime and
regulate the occurrence of telecommunication accidents in the country (Amin & Huda,
2021). Moreover, in 2019, the government reported 290 million cyberattack cases, a
25 percent increase compared to previous years, and the country's loss due to
cybercrime exceeded $34.2 billion U.S. dollars (as shown in Graph 1 below).

Ten Riskiest Countries in terms
of Cybercrime Rate

Graph 1: 10 riskiest countries in terms of Cybercrime Rate (Source:
Author generated)

As is evident from the preceding diagram, Indonesia's cybersecurity laws were
implemented within the constitutional framework. The first law thus implemented
for cybersecurity in Indonesia was Electronic Information and Transaction Law (EIT)
No. 11/2008, which was revised as law No. 19/2016, but it was deemed inapplicable
for cybersecurity because it only applied to offenses prohibited in Indonesia, such as
corporate content theft (Sunkpho, Ramjan, & Ottamakorn, 2018). Although it
provided substantial legal protection for electronic transactions, it was modified by
GR 71/2019, which, in addition to ensuring the security of transactional systems,
protected organizations' personal information and data (Tapsell, 2020). In addition,
this law assured the authenticity of websites to prevent any scams or fraudulent
activities involving websites (Amin & Huda, 2021).
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The current study is founded on the prevalence of corporate-level cybercrime in
Indonesia. The researcher will focus on two primary objectives: the prevalence of
cybercrime within Indonesian corporations and the impact of cybercrime on
Indonesian corporate law. In many countries, including Indonesia, whistleblowers
are essential in fostering cybersecurity. It refers to the mechanism of corporate
governance that ensures transparency and accountability and detects wrongdoings,
such as bribery and corruption (Mehrotra et al, 2020). As it has been observed that
cybercrime is increasing in the Indonesian business sector and there is no robust
cybersecurity framework in Indonesia, the current research will enable the
Indonesian constitution to promote effective cybersecurity laws.

In addition, it will have substantial practical and theoretical implications. The
current investigation is organized into several sections. The first section explains the
background of the research, the need for cybersecurity in Indonesian corporations, and
the constitutional laws enforced by the policymakers for the prevention of cybercrime
in the country. This is followed by a literature review that explains the prevalence of
cybercrime within corporations worldwide and the role of corporate legislation on
cybercrime, i.e., it will explain the impact of corporate legislation on cybercrime. In
addition, the study's methodology describes the relevant method employed by the
researcher, followed by the results and the researcher's interpretation of them. To
provide an opportunity for future researchers, the researcher has concluded, explained
the study's implications, and highlighted the study's limitations.

2. Method

Research methodology is required for conducting and analyzing research to obtain
generalizable results from a particular study. In addition, the research methodology
clarifies the objectives, focusing on the researcher and playing a crucial role in
achieving the study's purpose. The researcher chose the qualitative inductive
approach for the data collection of the current research because it enables the
researcher to easily analyze large amounts of data collected, as the present study
focuses on the prevalence of cybercrime within Indonesian corporations and the
assessment of legislative rules and regulations enforced by various countries to
eradicate cybercrime at the corporation level. The researcher has used both primary
and secondary sources to collect data. The researcher collected preliminary data from
various primary legal resources, including legal documents, laws, legislation, and case
laws. The researcher has gathered secondary data from various sources, including
journal articles, books, and online databases such as Hein Online, Taylor & Francis,
Wiley online library, J]STOR, and Google Scholar. In addition, the shortcomings of the
current study's methodology will aid the researcher in providing recommendations
for future research, and it will provide a solid legislative law framework that could be
enforced to eliminate the prevalence of cybercrime within Indonesian corporations.

3. Literature Review
3.1. Prevalence of Cybercrime in Corporations
Within corporations and the business world, cybercrime is an outsider crime that
impedes the safe completion of transactions by corporations around the globe.
According to research (Williams et al., 2019), external business cybercrime aims to
3
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illegally transfer all money or valuables to themselves, resulting in economic or
political surveillance. Despite the outsiders, there is another type of cybercrime
known as insider business cybercrime, in which the perpetrator is accused of
assessing the company's personal data in a manner that compromises the
confidentiality, integrity, and availability of the organizational data. The United
Kingdom's corporations have applied the Routine Activities Theory by analyzing the
Cardiff University UK Business Cybercrime Survey to evaluate corporate insider
crime. In addition, it has been determined that cybercrime is the greatest threat to the
United Kingdom's business community (Devanny, 2015). To eradicate cybercrime in
the country, the United Kingdom Government has invested £2 billion in cybersecurity
from 2016 to 2021, which includes resources for businesses to protect themselves
from becoming victims. According to the Information Security Breaches Survey
(ISBS), from 1998 to 2015, the United Kingdom's business community was subjected
to high levels of business cybercrimes, including hacking, fraud, virus infection, and
insider cybersecurity breaches (Williams et al,, 2019).

On the other hand, Malaysia has begun its path to becoming a developed nation by
advancing the information technologies utilized by Malaysian organizations,
resulting in cybercrime and larceny. With the aid of a survey conducted by
PricewaterhouseCoopers Malaysia (PWC, 2016), it was discovered that nearly 42% of
Malaysian organizations were at risk of increasing cyber threats. For instance, the
country's investments in information technology security pave the way for electronic
theft due to poor investment decisions (Abidin, Nawawi, & Salin, 2019; Sen & Borle,
2015). Research has demonstrated that such investments worsen the organization's
condition when implementing the security feature requires a substantial investment,
and a single incorrect decision increases cybercrime within the organization. This
assures that technological advancements have increased the prevalence of cybercrime
in the modern world. In the current business environment, evaluating the laws and
regulations designed to combat cybercrimes and promote cybersecurity is necessary.

3.2. Cybercrime in Corporate Legislation

Corporate law is essential to formulating a nation's rules, regulations, and
enforcement of legal frameworks and laws. In Nigeria, for instance, the prevalence of
cybercrime has increased alongside technological development (Awotoye & Akinola,
2022). Nigeria's corporate legislation has enacted several laws prohibiting activities
in Nigerian cyberspace. These laws include the Economic and Financial Crime
Commission Act of 2004, the penal code, the criminal code, the Money Laundering
(Avoidance and Exclusion) Act of 2022, and the Cybercrime Act of 2015. The Nigerian
corporations that drafted these cybercrime laws provided justice and a deterrent to
cyber criminals. This impacts the significance of corporate laws for averting
cybercrime in the business world.

The researcher provided a similar illustration of cybercrime in which there was a
high risk of stealing consumer data from Malaysian organizations (Abidin et al,
2019). Malaysia has enacted numerous laws, including the Personal Data Protection
Act 2010, to eliminate the loss of consumer data and reduce cybercrime in the
country's business environment. This Act is also known as Act 709, and it applies to
all individuals within an organization who are capable of assessing the personal

4
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information of consumers or who have access to such information about commercial
transactions in Malaysia. This law enforcement in Malaysia contributed to the
eradication of cybercrimes and the protection of the economy.

Various international laws have been implemented within the framework of the
Philippines to eliminate corporate cybercrimes and safeguard the economy and politics
of the nation (Pamela, Fabe, & Zarcilla-Genecela, 2021). The European Union
Cybersecurity Act, which entered into force on June 27, 2019, is one of these
international cybersecurity laws. This act was quite effective in regulating cybercrimes
in the Philippines, as its effects include: Also created were 1) the European Union
Cybersecurity Agency and 2) a cybersecurity certification framework. This framework
was instrumental in establishing compliance standards for EU member states. In
addition, Philippine companies that operate within the EU framework will prevent
cybercrime and promote effective cybersecurity within the country, thereby enhancing
the Philippines' economic standing. Therefore, corporate legislation is the researcher’s
primary concern, as it significantly affects cybercrime worldwide.

4. Findings and Discussion

This section focuses primarily on the findings and discussion of the legal study.
This section consists of three subsections. The first section examines cybercrime laws
in Indonesia that have been formulated with the prevalence of cybercrime in mind;
the second section examines corporate cybercrime legislation in Indonesia; and the
third section discusses the impact of cybercrime and corporate legislation on
businesses in Indonesia.

4.1 Section I: Cybercrimes Laws in Indonesia

Utilizing the internet and digital media has become crucial in today's
technologically advanced society, often resulting in a variety of cybercrimes. Even in
Indonesia, the number of cybercrimes continues to rise, particularly in the business
sector, resulting in inadequate outcomes. Different laws and regulations have been
devised and implemented over the years to combat cybercrime (Hasbullah, 2022).
Typically, the essence of cybercrimes changes occasionally, resulting in alterations to
the associated laws and acts. Different varieties of cyberattacks have arisen due to
technological advancements. At the beginning of the 20th century, Advanced viruses,
Malicious Code, and Morris Code were the most frequently observed cyber-related
issues (Stevani & Disemadi, 2021). Moreover, due to the continuous development of
technology, cyber warfare, and espionage have emerged as the primary threats to
various institutions and organizations in Indonesia. Consequently, cyber laws are
formulated to promote ethical cyber activities and impose various punishments on
those who commit cybercrimes.

In Indonesia, the development of Cyber Law is focused on three areas: Informatics
Law, Telecommunications Law, and Media Law (Koto, 2021). These three statutes are
believed to be responsible for establishing the limitations and conditions of cyber
security. The "Electronic Information and Transactions (ITE) Law" and the
"Indonesian Criminal Code" (KUHP) comprise the majority of Indonesia's legal
framework about cybercrimes. Nonetheless, the ITE law is the most commonly
utilized cyber security law in Indonesia, despite its challenges and issues. Different

S
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acts (such as the Black Law) have been devised in the context of this law that are
insignificant in promoting cyber security (Wijaya & Arifin, 2020). Approximately
eleven UU ITE articles are used to evaluate cybercriminals. These articles present
more than twenty-two categories of cybercriminal behavior. This law defines
cyberspace activities and imposes certain restrictions in Article 27. In addition to
highlighting the defamation charges, this article emphasizes the unlawful transfer of
confidential information through digital means.

In contrast, article 28 of this law penalizes individuals who misuse confidential
information and commit a cybercrime (Mauladi, Laut Mertha Jaya, & Esquivias, 2022).
However, article 29 of this law addresses the unlawful disclosure of sensitive
residential details. It also concentrates on threatening document leakage, commonly
called security misconduct at the micro level. The violations of such cybercrimes are
emphasized in articles 45 to 51 of the UU ITE.

In 2014, the Indonesian government enacted "Law Number 11/2008" to define the
nature of cybercrime and its associated penalties (Siregar & Lubis, 2020). In this
regard, the "Intellectual Property Right Act of 2002" was also concerned with
reducing cybercrimes. However, the escalating number of cybercrimes in Indonesia
has prompted various law enforcement agencies to take significant steps to promote
cyber security. Revision of non-punitive policies is crucial to reducing the number of
cybercrimes in Indonesia at this critical time (Amin & Huda, 2021). However,
Indonesia's corporate sector is heavily impacted by cybercrime, affecting the overall
credibility of Indonesia's law enforcement agencies.

4.2 Section II: Corporate Legislation Regarding Cybercrimes in Indonesia

Social, cultural, and economic changes have predominantly resulted from the
development and expansion of technology. Even though information and technology
have proven effective in various spheres of work and life, they also produce
insufficient outcomes that have negligible effects on society and the business world.
To reduce and prevent cybercrimes, the Indonesian government has made numerous
endeavors to develop and implement significant laws and regulations in this area
(Hasbullah, 2022). Cyber law in Indonesia is divided into public and private law
categories. However, cyber law emphasizes consumer privacy and public data
protection. Cyberlaw concentrates on intellectual property (IP), e-commerce,
electronic contracts, and cybersquatting in the private sector. People who use,
interact, and communicate online are held accountable by the law. In Indonesia, the
media and informatics laws have not been recognized, whereas the concept of cyber
law has been introduced in the context of an already substantial law dispute.
However, media laws and law informatics deal with intellectual property rights
related to telecommunication and press laws (Sukayasa & Suryathi, 2018).

The ITE law is one of Indonesia's primary pillars of cyber law. This law is
responsible for combating cybercrime in Indonesian businesses. Additionally, "Law
No. 36 0f 1999 on Telecommunications" has emphasized data and privacy protection
in electronic communications (Sirait et al., 2020). This law is also effective at
preventing unlawful information exchange via electronic means. Nonetheless, the
absence of a precise cyber law in Indonesia in 2008 increased the urgency to develop
and implement an effective cyber law. Later, significant amendments to the 2008 Law
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were made in 2016, and the resulting document was titled "Law No. 19 of 2016 on
Amendments to Law No. 11 of 2008 on ITE. Under this law, cybercriminals were
subject to severe penalties. However, ITE's primary focus has shifted from online
transactions and information to wagering, hate speech, and defamation, affecting this
law's compatibility. Currently, the "law of the Government Regulation Concerning
Electronic Systems and Transaction Providers (82/2012)"and ITE (11/2008) are the
main components of the legal framework of cybercrimes in Indonesia; however, they
are inadequate to promote cyber security in Indonesian corporations, resulting in
insignificant outcomes (Agustiwi, Nugraha, & Pratiwi, 2020). Consequently, there is
an urgent need to develop and implement an effective legal framework in the context
of cybercrimes in Indonesian corporations, resulting in effective results.

4.3 Section I1I: Impact of Cybercrimes and Corporate Legislation on Businesses in Indonesia

Cybercrimes also affect businesses by influencing their clients and consumers,
resulting in sometimes insurmountable financial losses. After the Covid-19 pandemic,
numerous businesses have promoted their digital presence to reach customers more
readily. However, according to Lubis et al. (2023), such online enterprises effectively
reduce costs and save time and resources. In addition, online enterprises result in other
issues for Indonesian businesses, such as increased cybercrime. Customer confidence
is the most effective strategy for increasing revenues and obtaining high market shares,
thereby contributing to the company's competitive advantage. Therefore, the
persistent prevalence of cybercrime in Indonesian corporations has significantly
eroded customer confidence, resulting in ineffective results (Hasbullah, 2022). It has
been observed that cybercrimes frequently violate the confidentiality provisions
between companies and customers, resulting in negative outcomes for all parties
involved. These crimes also have a negative effect on the company's social image.

Cybercrimes are believed to be capable of compromising the stability of businesses,
resulting in negligible effects for the affected businesses. To safeguard the privacy and
data of customers, the development and implementation of effective cyber laws and
acts are deemed essential. In addition, cybercriminals have a direct and significant
impact on customers and business laws (Hasibuan & Tobing, 2022). It has been
observed that cybercrimes frequently influence consumers' purchasing decisions. In
this regard, the legal practices of the affiliated businesses are deemed crucial. However,
Indonesia's legal framework regarding cyber laws is ineffective. As a consequence,
cyber crimes have a significant impact on the corporate world in Indonesia, leading to
ineffective results. Thus, the present research has successfully highlighted the various
business laws and regulations applicable to Indonesian corporations.

5. Conclusion
Continued growth and technological advancement have led to increased
cybercrime in the modern digital world, particularly in the corporate sector. Different
governments and international organizations have developed and implemented
significant laws and policies to combat cybercrime to achieve effective results.
However, in some developing nations, corporate law is still underdeveloped, which
hinders the incorporation of cybercrimes into the corporate world. This study has
also emphasized the corporate legislation about cybercrimes in Indonesia,
7
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highlighting significant gaps in the associated framework that may affect the overall
performance of companies by affecting their social image. It has been observed that
cybercriminals frequently use customers' confidential information for unlawful
transactions and other purposes, which negatively affects customers' purchasing
behavior and results in a variety of financial losses for the associated businesses.
Developing cyber laws and acts is crucial to preventing cybercrimes in this regard. In
Indonesia, however, the private and public spheres of cyber laws are not delineated,
preventing law enforcement agencies from taking significant action against
cybercriminals and imposing severe penalties. Nonetheless, in the current study,
recommendations have been made to improve the corporate legislation regarding
cybercrimes in the Indonesian corporate world to achieve effective results, resulting
in significant practical implications that add value to the current study.

6. Recommendations
Cyber laws have received a great deal of attention in recent years due to the

consistently rising number of cybercrimes worldwide. These cybercrimes are not

limited to cyberbullying, defamation, and other individual offenses; they have also
significantly impacted the business world. Numerous cybercriminals hack the
confidential information ofthe consumers and clients of various businesses, resulting
in illegal transactions. Due to certain unavoidable gaps, the legal framework of

Indonesia regarding cyber laws is insufficiently effective and robust; consequently,

the following recommendations can be considered to enhance corporate legislation

to reduce cybercrimes in associated corporations:

» The government of Indonesia should establish a cybersecurity law that prioritizes
the protection of people's data, privacy, and transactions. This law should also be
accountable for determining corporate cybercrimes, and cyber criminals who
commit them should face severe penalties. This will help promote a secure
corporate environment, reducing the risk of cyber-attacks.

» Businesses should develop and implement a cyber-security system to detect
cybercriminal activity. Effective innovation techniques and strategies should be
encouraged to achieve the desired results. This strategy will also effectively
introduce crucial cyber-security standards essential for attaining successful
outcomes.

¢ Significant modifications should be made to the KUHP and the ITE to incorporate
essential data protection laws to safeguard the confidential information of
customers and clients of various corporations. Such amendments should also
emphasize the promotion of telecommunications law to ensure the secure use of
various online media to prevent cybercrimes that could harm the social image of
the associated company.

7. Research Implications
This research has both practical and theoretical significance. This study has
emphasized cybercrime issues within the context of Indonesian corporations, which
have not been addressed extensively in previous research. In addition, this study has
effectively identified the difficulties law enforcement agencies face in implementing
cyber laws. In addition, the present study has presented an effective legal framework
8
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of cyber laws in Indonesia, which can enhance the knowledge of associated
individuals regarding cybercrimes and their impact on businesses. In the context of
Indonesian corporate law, the current study has effectively filled research gaps left
by previous studies. It has been observed that most previous studies have focused on
cyber laws in the context of developed countries such as the United Kingdom, Canada,
and the United States; however, little attention has been paid to developing and
under-developed countries in this context, leaving a gap in the legal research
regarding corporate legislations in the context of cybercrimes. In this regard, the
present investigation has demonstrated its effectiveness. In addition to highlighting
the effects of cybercrimes on cultural, economic, and social changes, this study asserts
that cybercrimes have a significant impact on the corporate world.

In addition to its theoretical significance, the present study provides practical
implications that significantly enhance its overall value. For example, the findings of
this study effectively identify the gaps in Indonesia's cyber laws, encouraging the
government of Indonesia and other affiliated organizations to make significant
amendments to these laws to safeguard businesses from cybercrimes. This study is
also useful for enhancing the public's understanding of the potential effects of
cybercrime on the performance of businesses, encouraging them to play their part in
combating cybercrime to promote a secure and healthy working environment for all.
This study can also effectively motivate policymakers to develop and implement vital
cyber security policies to reduce and prevent cybercriminal activity. Effective
outcomes can also be attained with the assistance of this study by encouraging the
management of various companies to implement a cyber-security system to ensure
the safety of their customers and other stakeholders.

8. Limitations and Future Research Directions

Even though the present study successfully determined the prevalence of
cybercrimes within the context of Indonesian corporations, it has limitations that can
be addressed in future studies. Due to data availability, this study focused exclusively
on Indonesian business laws regarding cybercrimes. This strategy has significantly
diminished the value of the study. Similarly, this study has only examined the impact
of cybercrimes on businesses. Due to researcher bias, the relationship between
cybercrimes and consumer behavior has received no attention. This has lefta gap in
the current research. In addition, no comparative analysis between civil law and
common law systems has been conducted to comprehend the role of cybercrimes,
limiting the effectiveness of this study.

Therefore, the limitations mentioned above effectively offer avenues for future
research and encourage future research in the context of business laws about
cybercrimes. Future research can concentrate on the corporate cybercrime laws of
various nations to take a broader, more effective approach to the topic. Future
research can also focus on the effect of cybercrimes on customer behavior, with a
particular emphasis on the role of the social image of the associated companies. In
addition, an effective comparative analysis between various civil law and common
law countries in future research can help us better comprehend the limitations of
corporate cybercrime legislation. This strategy will effectively provide significant
solutions to the associated global cybercrime problems.
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