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Abstract

The current study aimed to examine the harmonization of cybercrime in the Indonesian
constitutional law by reviewing its status. The focus of this study was on different aspects of
cybercrime in the constitutional law and to find out the extent to which harmonization of
cybercrime has taken place. The study adopted sociological research approach along with
the application of the theory of law enforcement. The legal aspects of law enforcement
policies for cyber security and proving cybercrime were used to conduct the review and
analysis. These legal aspects are firmly documented in various Indonesian regulations and
laws, such as Indonesian Criminal Code, Act 11 of 2008, Act 19 of 2016, and the
Constitutional Law code number 20/PUU-XIV/2016. The 2001 Convention on the
cybercrime proposed by European Union had emphasized the harmonization of Indonesian
cybercrime regulations with the international regulations and constitutional law. The
policies of law enforcement that were to be harmonized and applied for cybercrime
minimization involved both penal and non-penal approaches. Some of the policies were
strictly specific to the public sector, or the private sector or the military so there is yet a
significant requirement of further harmonization of the cybercrime, in the constitutional
law while focusing on all of the sectors and bodies equally.
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Introduction

Scholars have elaborated that the world has seen a rapid transformation with respect to
technological advances around the globe (Jang, 2013). The recent decade is full of
technological changes which have affected the whole of humanity living on earth.
Broadhurst and Chang (2013)has revealed the fact that the universal life of the whole society
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is impacted by the advances made by different stakeholders through technology.
Technological advancement although has changed the lives of people but it has also some
precious consequences which may prove much more harmful (Aditya & Al-Fatih, 2021;
Altayar, 2017). The continuous changes in society are being done through the acceleration
of information technology and the interactions of society while technology expanded
greatly. Furthermore, many studies have separately emphasized that the use of technology
is indispensable in everyone’s life as without this no person can survive (Maskun et al.,
2021). Even to participate in social events effectively, people need to respond to technology
rapidly.

In the world of the internet where every individual is carrying the latest gadgets and
technological means, communication has become easier than ever (Rahmawati, 2017). In
addition to this, internet has changed the whole world and brought the globe at one click
and every movement of the people may be tracked through technology usage. The internet
and technological advances have removed the limits that existed before (Arief, 2006; Azmi,
2020). Rapid business growth and information transfer has become possible through the
network during the current decade. The growing usage of technology and related
equipment has caused much growth of the economic contribution by the firms and
individuals dealing in business. With the help of telecommunication technologies in
different parts of Asia, the world has seen the rapid growth of businesses in such countries
(Schjolberg, 2008). All territories or boundaries of almost every country have been removed
with the implementation of the means of information technology. The rapid transformation
of information from one end to another has been possible by the use of technological means
of communication, which has made business operations smooth (Broadhurst & Chang,
2013; Bunga, 2019).

Several studies have argued the sensitive issue of cybercrime, which has grown multi-
dimensionally with the latest adoption of technology. Concerns have been generated by
various individuals and firms over the issue of cybercrime at different levels. This has given
the rise to the need to introduce cyber laws to counter cybercrimes around the world
(Chawki et al., 2015; Choirunnisa, 2021). Cyber laws have gained international importance
and value as these laws were first enforced in European countries with most supporters.
Cyber laws are basically designed to counter cybercrimes and present such regulations and
rules that may offer some relief to the people from such crimes (Christianto, 2020; Djanggih,
2018b).

Due to increased number of complaints in Indonesia, the cybercrime wing introduced
the telematics law which aimed to control situations of mishaps over telecommunications
in the country (Zulfikar et al., 2020). This law is also of international importance as various
cyber laws, media laws, and information technology laws are part of this law, and it has also
been recognized across the world. In the year 2019, the Indonesian national cyber and
crypto agency presented a report presenting the figure of 290 million cases related to
cyberattacks in the country (Djanggih, 2018a; Djanggih et al., 2018). This represented 25%
enhancement in cyberattacks in comparison with the attacks of previous years. The losses
due to cybercrimes also crossed 34.2 billion U.S. dollars for Indonesia (Djanggih, 2018a;
Djanggih et al., 2018).
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10 riskiest countries in terms of cyber crime rate

ﬂDON ESIA 23.54%
CHINA 21.26%
THAILAND 20.78%
PHLLIPPINES 19.81%
MALAYSIA 17.44%
INDIA 15.88%
MEXICO 15.66%
UAE 13.67%
TAIWAN 12.66%
HONGKONG 11.47%

0.00% 5.00% 10.00% 15.00% 20.00% 25.00%

H Cyber Crime Risk level

Figure 1: 10 riskiest countries in terms of cybercrime rate
Source: (Aditya & Al-Fatih, 2021)

Figure 1 presents the data of 10 riskiest countries in terms of enhancing cybercrime rates,
in which the highest rate is for Indonesia. This means that cybercrime rates in our country
are of great concern. In such a state, the harmonization of cybercrime with the constitutional
law is therefore significantly required in order to significantly decrease cybercrime rate in
the country (Djanggih et al., 2018; Dwipayana et al., 2020).

As a result of the pandemic of COVID-19, significant enhancement in the phishing
cyber-attacks has been observed. In addition, there are also ransomware attacks, mal-spams
and various cyber-attacks that have created an urgency to establish a well-functioning
infrastructure that can tackle cybercrimes and the issues of cyber security in the country
(Ersya, 2017; Fahlevi et al., 2019). Before the usage of the internet, activities were national
but with the usage of internet and information technology, the national activities have now
changed into international. Precautionary measures are therefore needed to counter the
upcoming challenges.

The hackers or cyber-criminals who misused the technological advancements and
harassed the victims belonged to various countries, which posed bigger challenges to law
enforcement agencies, All the transactions were carried out from computers through the
internet access. All such crimes need the involvement of law agencies of more than one
country (Jaelani & Luthviati, 2021). There are two parties involved in a cybercrime, the
hacker committing the crime and the victim. Cybercrime is different from each perspective.
Even the crime scene is different than the normal and regular crime. Hence, laws must also
be different to tackle situations of cybercrimes (Karo & Sebastian, 2019). Besides,
cybercrimes need serious handling and professional teams to carry out the whole
investigations, who may face great challenges in the field. In order to have deep insight into
such sensitive topics, people need to do deep insight research to know the clear situation
(Kshetri, 2013). This means that there is a need to have a clear picture of the Indonesian
criminal procedure and verify whether cyber threats are genuine or not.
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Various efforts have been made through different channels in the country to control and
check cybercrimes. However, law enforcement agencies consider the enactment and
implementation of cybercrime laws as the only solution. A few excerpts of cyber-crime laws
were presented by the UN in 2000, but they were of no match with the provisions of the
Indonesian criminal law system and therefore no harmonization could take place (Faiz,
2016; Hakim et al., 2018). This topic has also been discussed in the Indonesian Parliament
and all stakeholders have been talked and discussed the pros and cons of the cybercrime law
(Hatta, 2020; Hermawan, 2015),

Various practitioners and experts have proposed a dire requirement of cyber security bill
that should clearly delineate and defines the responsibilities, roles and authorities of various
institutions and fully addresses the threats and problems related to cyber security (Nurahman,
2020; Prahassacitta, 2016). Keeping in mind the importance of cyber security and
significantly observing the cyber threats in Indonesia, various studies have proposed that the
Indonesian national cyber and crypto agency and the Indonesian parliament must engage in
a public-private dialogue to deliberate a cyber-security bill. Such a public private dialogue
can result in sharing of relevant knowledge, information and experiences of various people
for producing workable and sensible policies, and would later be supported by stakeholders
as well (Prayudi et al., 2015; Saputra, 2016).

In 2019, one of the initiatives included the revision of the Electronic Transaction Law,
2008, attempting to govern the electronic informational technology transactions. In the
criminal justice process, the late provisions of a law are very accommodating (Hatta, 2020;
Hermawan, 2015). Chang (2020) disclosed that this law proved useful as many threats were
removed by the law enforcement agencies and the criminal agencies' processes were clear
to the public as well. The latest provisions and regulations of this law were based on correct
evidentiary system and legal principles (Indrajit, 2016).

Till date no research study has significantly focused on the current situation of cyber
security and cybercrime in Indonesia. As a result, the government has not yet come out
with any practical implications or policies for the eradication of cybercrime (Setiadi et al.,
2012). Moreover, authors and experts have not significantly focused on finding the reasons
for the increase in cybercrime rates in Indonesia, and why cyber security is vanishing away
slowly (Setiadi et al., 2012). There is also a significant need to analyze cyber security
regulations and laws present in Indonesia currently. It is important to study and analyze the
feasibility of harmonization between cyber security regulations and the constitutional laws
of Indonesia. It is also required to study the possibility of alignment between the public and
private sectors, for the implication of cyber security laws and regulations (Smith & Perry,
2021; Suhariyanto, 2014).

This research study aimed to fill all these research gaps and focused on different aspects
of cybercrime in the Indonesian constitutional law and to find out the extent to which
harmonization of cybercrime can take place. The study premised that law enforcement
policies if harmonized with cybercrime procedures should involve both penal and non-
penal approaches, equally applicable to public and private sectors. The next section presents
the review of literature, followed by the section on research methodology. The results,
discussion and analysis are presented in the next section. The final section contains a
conclusion and recommendations.
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Literature review and theoretical base
Definition of cyber crime

Generally, the term cybercrime or computer cybercrime is referred to as eftforts done by
an individual for entering and using computer networks and the computer facilities without
any kind of permission, against the law, and with the purpose of making or not making any
kind of damage or changes to the computer. Cybercrimes are any actions or any words
through any party that can threaten the national security, territorial integrity and national
sovereignty (Abdul Wahid & M Labib, 2005; A Wahid & M Labib, 2005; Wild et al., 2011;
Yusa, 2017). Kshetri (2013) defined cybercrime as a crime which involves utilization of
computer as a major instrument for furthering of illegal ends, involving commitment of
fraud, stealing of intellectual property, trafficking in the case of child pornography, stealing
of important information, identities, and the violation of privacy of an individual or
organization. In another study, cybercrime is described as involving criminal activities that
are committed and carried out with the help of the Internet or the computers, which result
in various kinds of crimes such as cyber extortion, identity theft, data breach and harassment
of the individual being exploited (Kshetri, 2013; Lagazio et al., 2014).

Cybercrime in Indonesia and need for regulations

In the recent years, the significant development in information and communication
technologies (ICTs) has resulted in positive and significant global economic growth and
development. Due to competitiveness, productivity and significant engagement of people
and systems, businesses and agencies are more connected than ever in the cyberspace. This
poses new challenges in the forms of cyber threats, with increasing numbers of cyber
criminals (Dhanapal et al., 2020; Muthia & Arifin, 2019; Naro et al., 2020). As stated earlier,
in the year 2019, the Indonesian national cyber and crypto agency had identified 290 million
cases related to cyber-attacks in the country (Djanggih, 2018a; Djanggih et al., 2018),which
was 25% increase in comparison with the previous year, amounting to losses worth 34.2
billion U.S. dollars for Indonesia.

The situation grew worse as a result of the pandemic, as significant increase in phishing
cyber-attacks, ransomware attacks, mal-spams and various cyber-attacks were observed. This
necessitated the establishment of a well-functioning infrastructure that could try to curb the
cybercrimes and resolve the issues of cyber security in the country (Djanggih, 2018a;
Djanggih et al., 2018; Salavrakos, 2020). The Indonesian cyber security regulations, rules
and laws focus only on the fragmented responsibilities related to various ministries.
However, these are remaining ineffective up till now for preventing the cybercrime in the
country and the continuous cyber threats being received by the governments and
corporations as well (Bryan, 2020; Muthia & Arifin, 2019; Naro et al., 2020).

There is also a significant requirement of comprehensive regulations for the minimization
of cybercrimes and enhancement of cyber security (Naro et al.,, 2020). The Indonesian
parliament worked on overarching cybersecurity bill however, the procedure did not
involve significant covering of the cybercrimes presently prevailing in the private sector
(Nurahman, 2020). As a result of this, the bill contained provisions that were significantly
costly for most of the businesses and cumbersome. It also required various accreditations,
certifications and approvals from the BSSN for the development of products and services of
cyber security (Prahassacitta, 2016; Prayudi et al., 2015). The bill had also ignored the local
content requirements which had greatly enhanced the level of risk to cyber security in
Indonesia. For this reason, the bill was significantly criticized at various levels. Consequently,
it was withdrawn from the agenda of the parliament for both the years 2020 and 2021
(Krysifiski & Szczepaniski, 2020; Naro et al., 2020).
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Indonesia’s Cybersecurity regulations

The workability and practicality of cyber security regulations and laws are very important
for practitioners, as a result of which, deliberating a bill would result in workable and sensible
laws and regulations for cyber security for both the public and private sector in Indonesia
(Smith & Perry, 2021; Suhariyanto, 2014). To grant it a legal basis, and to initiate the cyber
security regulations in Indonesia, the Electronic Information and Transaction (EIT) Law
No. 11/2008, was revised as Law No. 19/2016, though the experiment failed soon
(Sunkpho et al., 2018; Tapsell, 2019). The revised law was applicable only on various kinds
of oftences in Indonesia which were otherwise prohibited such as breach of data protection,
distribution of illegal content, unauthorized access to personal information of individual, or
stealing the corporate content (Sunkpho et al,, 2018; Tapsell, 2019). It also covered
unauthorized and illegal wiretapping and interception of computer and electronic systems,
involving various breaches related to the computer and information systems (Tosoni, 2018;
Ulima, 2018).

Although the EIT law provided significant legal protection related to electronic
transactions and electronic systems, but it did not cover significantly the urgent and
significant aspects related to cyber security, such as building a safe and protected network,
creating information infrastructure and recruit skilled cybersecurity experts to fight with the
cybercrimes. Moreover, the EIT Law approved in 2016 soon became redundant since all its
technical regulations related to the implementation of electronic transactions and systems
were included in government regulations known as the GR 71/2019 (Tapsell, 2019; Ulima,
2018). The GR 71/2019 also contained r the electronic transactions and systems.

Apart from various articles related to offences which were already regulated by the EIT
Law of 2016, the updated Law GR 71/2019 contained significant provisions related with
the protection of personal information and data. It also mandated website authentication for
avoiding any kind of scam, fraudulent or fake activities related to the websites (Tapsell,
2019). Besides, the GR 71/2019 also stressed upon the need for the government to
preventing any such situation that can harm public interests due to the misuse of electronic
transactions and electronic information. The Law also emphasized upon the requirement of
a separate national cybersecurity strategy in Indonesia (Tapsell, 2019).

The GR 71/2019 covered cybercrimes in a very limited manner. Since the emphasis in
the Law was on regulations related to electronic transactions, the Law was strict on the
misuse of data and information, or the spread of malicious codes and electronic content
under unauthorized electronic signatures (Tapsell, 2019). The Law did not directly talk
about implementation of cyber security related regulations. This limited coverage of the
cybersecurity related regulations was a significant drawback of the Indonesian government
to tackle the cyber security related problems. For this reason, till date the cyber security
related laws and regulations could not be significantly harmonized nor adequate attention
has been given to all kinds of cybercrimes and the problems related with cyber security.

The coverage of the GR 71/2019 was also inadequate in comparison with the response
of other countries to check cyber threats, specifically the threats that are faced by large
corporations and by the critical infrastructure of the government of Indonesia (Ulima, 2018;
Abdul Wahid & M Labib, 2005; A Wahid & M Labib, 2005). However, in order to deal
with the cyber threats received by national security, there was also Ministry of Defense
Regulation No. 82/2014 which provided various cyber defense guidelines. This was the
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most prominent regulation that significantly defined cyber security in Indonesia but being
developed and implemented by the Ministry of Defense, these guidelines and regulations
were only focused on national armed forces (Tosoni, 2018; Ulima, 2018). However, unlike
the EIT law, this set of guidelines was significantly covering the critical infrastructure of the
corporations and governments, like covering the financial and transportation systems, by
considering then the objects related to cyber security (Tosoni, 2018; Ulima, 2018).
Moreover, these regulations only served the military and were focused on the development
of military cyber defense. What Indonesia requires is a system that could secure all the
information and data and then support the infrastructure from cyber-attacks in Indonesia at
national level.

[t seems that both laws were directed at the private sector or largely covered the defense
and military matters, except a few regulations that mentioned public corporations (Tapsell,
2019). In all these cases, there was a lack of harmonization with the laws related to
cybercrime and cyber security. [t is therefore a need to focus on the development of cyber
security and cybercrime related laws and regulations which are directly related with the
constitutional law and are harmonized over every sector, corporation and body present in
Indonesia (Aditya & Al-Fatih, 2021).

Theory of law enforcement

Various new kinds of crimes, which are of transnational nature, have resulted from the
use of the Internet and computers. With the increase in the number of these crimes, the
Indonesian government requires a novel international legal instrument that can be utilized
and applied for the dealing of cybercrime cases and establish a cyber-security system with
international legal norms (Aditya & Al-Fatith, 2021; Altayar, 2017). Due to the advancement
of the Information Technology sector, it is much easier for cyber-criminals to violate the
law. With the usage of the Internet network, cybercrime can be directly expanded to an
international level. There are two different categories of cybercrimes: one which is
committed in a broad sense; second, which is committed against already existing systems
(Bunga, 2019). The broad sense of cybercrimes includes crimes against all the global network
systems and individuals that are using computer software media at any point of time.

Considering the review of literature and the context of the problem under study, the
theory of law enforcement can be applied. This theory focuses on the harmonization of
cybercrime related laws and regulations with the constitutional law, when there is a need
for the enforcement of law. In other words, it recognizes that when required the
harmonization of laws should be executed on every individual, sector and corporation in
Indonesia (Azmi, 2020). The hypothesis proposed in this regard involves scientific writing,
which proposes that, “The legal aspects of cybercrime have been firmly regulated in several
laws and regulations in positive law in Indonesia.” Hence, with the application of the law
enforcement theory, it would be easier to harmonize these laws. The harmonization of this
type with the application of law enforcement theory to resolve cybercrime problem in
Indonesia can be carried out with both non-penal and penal approaches (Djanggih, 2018b).
For instance, there is a reference to law enforcement in Indonesian Criminal Procedure
Code, Act No 19 of 2016 (Azmi, 2020). A few of its provisions are related with cybercrime
and are harmonized in the international regulations, during the 2001 Conventions on the
Cybercrime, proposed by the European Union.
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Methodology

This study utilizes the sociological law research method, which is a type of research that
significantly focuses on norms and laws, also sometimes called positive legal research. In this
type of research, the researcher describes reality in accordance with the data from natural
settings, and legal facts that can be observed thoroughly and in detail, as the problem is
peeled out in depth to be studied (Djanggih, 2018b). This study also focuses on the current
efforts in Indonesia that are being made in order to harmonize the rules and regulations
related with cybercrime with the constitutional law. Based on the literature review and
observation, this study intended to propose some recommendations regarding
harmonization of cybercrime laws with the constitutional law of Indonesia (Aditya & Al-
Fatih, 2021).

As a first step of this methodology, this study reviewed the current status of cybercrime
laws and regulations in Indonesia. This step revealed the problems and limitations that
existed in the Indonesian legal system. As the second step, the study reviewed the
international norms as specified in various international conventions related to cybercrime.
The third step was to analyze the harmonization process of the current cybercrime laws and
regulations with the constitutional law of Indonesia. The final step of this research
methodology was to adopt a penal and non-penal approach to identify how to tackle with
cybercrimes and to understand the extent to which cybercrimes can be harmonized with
the constitutional law in Indonesia.

These steps led to a few recommendations (Choirunnisa, 2021; Christianto, 2020) which
were the result of the review and analysis of various legal aspects of proving cybercrime as
eligible for law enforcement and harmonization with the constitutional law in Indonesia.

Discussion
Cybercrime proving legal aspects

An important clause in the Act 19 of 2016 Law was related to the regulation of electronic
transactions that concerned cybercrime and cyber security. This regulation can be observed
to be an implementation of various principles related with international provisions. The Act
19 proposed in 2016 also contained all the prohibited acts mentioned in Article 27 to Article
36 (Aditya & Al-Fatih, 2021; Altayar, 2017; Arief, 2006). The provisions presented in Article
42 also significantly regulated the provisions related with the investigation, which stated,
“The investigation referred to in this law is conducted based on the provisions in the
Criminal Procedure Code and the provisions in this law” (Azmi, 2020). As a result, the
system of evidence that is adopted is referred to as theory of evidence that is based upon the
law in negative manner. This phenomenon also involves a system based provision as
mentioned in the Article 183 of the criminal procedure code stating that, “A judge must
not impose a crime on someone unless with at least two legal pieces of evidence he had
gained the conviction that a crime had actually taken place and that the defendant was guilty
of it”. This means that evidence is supposed to be based on different provisions under the
law and should be recorded as a legal evidence in accordance with the article 184 related to
the criminal procedure code (Azmi, 2020). The following would be the requirements of
producing such evidences in the court of law.

. Testimony of witnesses

[t involves formal requirements related with witness statements as recommended by the
criminal procedure court. This is executed through oath appointment. The requirements
for such a testimony include (Bunga, 2019):
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e No inventions, opinions and expert statements;

e I[nformation must be regarding the event that was heard, experienced or seen by the
witness along with the statement of the reason behind the knowledge of the event;

e There must be more than one witness under the application of the principle of unus testis
nullus testis;

e [nformation must not be obtained from other people by the witness, applying the
principle of testimonium de auditu;

e There must be a match between the testimony of two or more witnesses’ in terms of
information and evidence.

Due to the nature of cybercrimes, which are mostly virtual, the evidence with the help
of witness statements is not possible to be obtained directly. Such witness statements can be
presented in the form of hearing of other people and conversations (Choirunnisa, 2021).
This is presented as the testimony, called as testimonium de auditum, or the evidence of
hearsay. This type of testimony is not directly used as evidence, in practicality, however, it
is considered for presenting to the judge for strengthening the conviction of the judge before
decision making (Choirunnisa, 2021).

.Statements of experts

This involves an expert who is expert in the field of legal matters and his competence is
considered significant. He must also be well-versed with regulations and his statement must
be fully supported by formal regulations as evidence. If asked to attend the trial, he must
give a statement which is truly elaborate with explanations. He must testify that the
electronic data or the documents submitted are completely legal and can be accounted for
as evidence in the court of law (Christianto, 2020; Djanggih, 2018b).

Letter of evidence

Various kinds of letters are recognized by a court as evidence, on the basis of which
verdicts may be announced. These letters need to be authenticated by officials. The rules
regarding such letters of evidence are provided in the Article 184, Letter C and the Article
187, of the Criminal Procedure Code (Dwipayana et al., 2020). These letters are authentic
letters that might provide a number of evidences such as proof of payment, names and
addresses of agencies that have issued these letters, or the letters of agreement that can be
attached for the purpose of legal relationships. All these letters of evidence can be submitted
in the court in accordance with the Article 187 of the Criminal Procedure Code (Hatta,

2020).

. Defendant’s statement

In accordance with Article 184 and Article 189 of the Criminal Procedure Code, the
defendant’s statements are narrations of actions done by the defendant, known by the
defendant or experienced by the defendant (Hatta, 2020). The provision presented in Article
44 states that the defender’s statements are “evidence for investigation, prosecution and
examination in court according to the provisions of this law are as follows: involving all
objects of evidence present in the law; each form of evidence should be in accordance with
Article 1, No. 1, 4 and 5 and Paragraph 1, 2 and 3 respectively”.

Law enforcement policies for cybercrime

.The penal approach

According to any criminal policy, a criminal law is not a primary or major policy tool; it
is the part of a strategic or any other major policy which aims at preventing or eliminating
conditions that cause a crime. In accordance with this perspective, a criminal law cannot
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help in tackling cybercrimes, however, a systematic approach may be taken to resolve it
(Manihuruk & Tarina, 2020). A workshop was conducted on the computer related crimes
by the United Nations Congress to explore the possibility of making use of policies and
efforts for tackling the cybercrime, and with the help of a country’s criminal law. The major
focus of this workshop was to harmonize the provisions related with cybercrime with
criminalization, verification and procedures of the constitutional law (Naro et al., 2020).
The major problem observed was not only related to making and developing criminal law
policies, the problem was also related with the harmonization of the criminal policies all
over Indonesia in order to deal with cybercrime. The conduct of this workshop hints at the
international acceptance of the need to harmonize the cyber-laws with the constitutional
laws.

.The non-penal approach

The non-penal approach adopted against cybercrime in Indonesia is related with the
concept of Hoe Angels, which involves the prevention of cybercrime without the utilization
of punishment, but with other measures such as prevention, community mental health
planning, national mental health plans, child welfare plans and social work planning, and if
any legal provision needed, utilization and application of administrative and civil law
(Nurahman, 2020). The non-penal approach for the prevention of cybercrime according to
the constitutional law involves more precautionary measures. The major objective of non-
penal approach was to overcome various factors that were conducive to the occurrence or
the happening of cybercrimes. It also focused on various social and legal phenomenon that
can cause increase in the cybercrime (Tapsell, 2019; Tosoni, 2018).

The non-penal approach also significantly focused on all of the factors and characteristics
that must be implemented in order to harmonize cybercrime related laws with the
constitutional law, and to minimize this crime by identifying the factors that enhance this
crime (Aditya & Al-Fatih, 2021). It is not certain whether the non-penal approach would
be effective, but it is sure that cybercrimes require vigilant response and global action, as
these crimes are not bound by any borders and can become transnational at any point in the
time (Azmi, 2020).

This discussion reveals that both penal and non-penal approaches are significantly
contributing towards the harmonization and minimization of cybercrime with the
constitutional law and enhancement of cyber security in Indonesia (Christianto, 2020).

111. The harmonization efforts
Various policies, laws and regulations were forwarded as a result of penal and non-penal
approaches to explore the harmonization of cybercrimes with the constitutional law of

Indonesia. These efforts and approaches include the following (Choirunnisa, 2021):

=N

1

® Modernization of formal criminal law and material criminal law to facilitate the
harmonization of cybercrime with constitutional law and align the laws with
international regulations relevant to crimes specific to the telecommunication sector.

e The national satellite security protection work for the harmonization of cybercrime with
the constitutional law by referring to the provisions that are applicable with the
international standards.

e Taking the benefit of the expertise of law enforcement officers, regarding the procedure
involved in handling of cases including cybercrime and those relevant to the Internet
Sector.

e Increasing public legal awareness about cybercrime related security and laws.

e Enhancement of the cooperation between all sectors in Indonesia along with
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international cooperation, involving bilateral, multilateral and regional cooperation for
fighting with the cybercrime.

e Exploring the possibility of interpreting cyber security and cybercrime in accordance
with the constitutional law aiming at harmonization and understanding issues of
jurisdiction for upholding the state sovereignty.

iv.Electronic Information Laws and harmonization

In Indonesia, the electronic information laws are regulated under the Government
Regulation 82, which is related to the implementation of electronic transactions and
systems, informatics and communication regulations, and protection of the personal data in
electronic systems (Mulyadi, 2008). There are also specific standards related to the violations
of cyber security laws and data protection and privacy laws. Regulators are bound by these
standards as they are required to present with minimum two pieces of evidence for the
purpose of establishing allegation of any kind of criminal violation (Laurensius et al., 2018;
Lim, 2013). The current electronic information law aims at the protection of users; hence,
it is natural that this law too would favor harmonization of cybercrime and obtain various
administrative sanctions needed for such harmonization. These laws can also abrogate any
kind of criminal and civil liability related to cybercrime (Lin & Nomikos, 2018; Lintang et
al., 2020). The government right now is dealing with these offences with the help of written
warnings, temporary dismissals and administrative fines however, the cybercrimes need to
be addressed with a much powerful agenda and opposing laws and regulations (Mansur &
Gultom, 2005).

In order to harmonize the cybercrimes and cyber security as well with the constitutional
law, the cybercrime unit of the Indonesian police is working vigilantly as well, focusing on
preventing crimes such as defamation of character, hoaxes, malicious comments and
violation of privacy of individuals as a result of cybercrimes (Lin & Nomikos, 2018; Lintang
et al., 2020). In this context, a few high profile cases can be cited. For example, a lecturer
in a private university of Indonesia was convicted for violating Article 32 of the Electronic
Information Law (Lubis et al., 2018; Manihuruk & Tarina, 2020; Thomas, 2013). The
lecturer had edited an electronic document and the altered document was accessible to
public as well. This crime is seen as a result of the weakness of the current harmonization
of the cybercrime with the constitutional laws in Indonesia (Mansur & Gultom, 2005). In
another example of 2013, a 19-year-old man was sentenced six-month imprisonment and a
fine after being found guilty of trying to hack the official website of former president of
Indonesia. In a similar case, another hacker faced a sentence of 15-month imprisonment
after being found guilty of hacking the official website of Indonesian press council (Mansur
& Gultom, 2005).

After analyzing these cases, books of laws should also be criticized for obvious lapses in
cyber-security. The focus should be on the development of such a system that results in
significant decrease of the crime itself. This can only be made possible with the help of
complete harmonization of cybercrime with the constitutional law (Meinarni & Iswara,
2018; Moise, 2017). These cases are also examples of significant shortcomings and gaps in
the current level of harmonization of cybercrime with the constitutional laws. It also reveals
that there are no provisions for class actions over cyber security violations and data
protection, as are available in other countries under environmental laws and consumer
protection laws (Lubis et al.,, 2018; Manihuruk & Tarina, 2020; Thomas, 2013). It is also
unknown whether there has ever been any significant attempt for filing a class action suit
for violations against the cyber security and data protection in Indonesia (Lubis et al., 2018;
Manihuruk & Tarina, 2020; Thomas, 2013).
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Conclusion and recommendations

The current study observed and reviewed that cybercrime proving has been firmly
regulated by various laws and regulations, in accordance with the positive law implemented
in Indonesia, also known as the Indonesian Criminal Procedure Code, Act 19 of 2016
established vide decision of Constitutional Court Number 20/PUU-XIV/2016. The
provisions related to cybercrime were first directly regulated in international regulations,
under the 2001 convention on cybercrime organized by European Union. The European
Council has worked for the overcoming of cybercrime in Indonesia without any kind of
reduction in the opportunity for every member in the country to continue to develop
various creative activities with the development of information technology. The law
enforcement policies in Indonesia against the cybercrime are also carried out with the help
of various penal and non-penal approaches. The penal approaches take the form of the
criminalization for the purpose of streamlining positive laws that are related to cybercrime
whereas the non-penal approaches take the form of approaches for the prevention of
occurrence of cybercrimes. These involve enhancing the knowledge regarding these crimes
for the law enforcement officers in relevance with the information and technology,
enhancing the infrastructure and facilities, and improving efforts to improve the
international cooperation.

The findings of the current study also revealed that the EIT law in Indonesia is
significantly focused on electronic transactions and the content of electronic systems.
Another law, GR Law 71/2019, has also made a significant focus on crimes which are purely
related with the misuse of data, electronic transactions, spreading of the malicious codes and
viruses and unauthorized electronic signatures. Thus bot the laws have a very limited and
specific coverage, as they provide inadequate response to ever changing problems related to
cybercrime and cyber threats specifically in the case of the critical infrastructure of the
government. On the other side, the National Security, the Government, and the Ministry
of Defense with its regulation No. 82/2014, have been working for national cyber security.
These efforts however only focus on military cyber defense and tackle with only the cyber
threats to national security. It is clear that these regulations do not cover nonmilitary cyber
threats.

Considering these shortcomings and significant level of specific focus, there is a significant
requirement for harmonization and consistency of cyber-security and cyber-laws. The
existing regulations and policies for cyber security in Indonesia are fragmented across various
ministries, according to which there is a lack of proper umbrella law that can provide a
complete regulatory framework. There is a requirement of a coordinated and regulated
sectoral system against cybercrime and cyber threats. In response to the enhancing cyber
threats the government must pass a bill with the help of BSSN and the House of
Representatives in order to provide with an umbrella framework which should consist of
unified regulations and laws against cyber security in Indonesia. These unified and
harmonized regulations and laws when regulated and harmonized with the constitutional
law of Indonesia can provide unified and constant cyber security to every sector,
corporation, individual and body in Indonesia against cybercrimes and threats.
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